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CYBER SECURITY POLICY 
 
1. POLICY BRIEF & PURPOSE 

Our company cyber security policy outlines our guidelines and provisions for maintaining the security 
of our data and technology infrastructure. 
 
As we increasingly rely on technology to collect, store, and manage information, we become more 
vulnerable to security breaches. Human errors, cyber-attacks, and system failures could cause 
significant financial damage and harm our company’s reputation. 
 
To mitigate these risks, we have implemented several security measures and provided clear 
instructions to help employees protect sensitive data. These provisions are outlined in this policy. 

 
2. SCOPE 

This policy applies to all employees, contractors, volunteers, and anyone who has permanent or 
temporary access to our systems, hardware, and data. 
 

3. POLICY ELEMENTS 

CONFIDENTIAL DATA 

Confidential data is highly valuable and must be protected. Examples include: 

• Unpublished financial information 
• Customer, partner and supplier data 
• Customer lists (existing and prospective) 

 
All employees are required to safeguard this data and follow company guidelines to prevent security 
breaches. 
 

4.  MULTI-FACTOR AUTHENTICATION (MFA) 

To enhance security, multi-factor authentication (MFA) is enforced for all employees when accessing 
Microsoft 365 Apps including email accounts and sensitive data. This additional layer of security helps 
protect against unauthorised access. 
 
PROTECT PERSONAL AND COMPANY DEVICES 

Employees accessing company emails or accounts on digital devices introduce security risks. To 
mitigate these risks, employees must: 
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• Keep all devices password protected. 
• Never leave devices exposed or unattended. 
• Install security updates for browsers and operating systems promptly. 
• Access company accounts and systems only through secure, private networks. 
• Avoid using unauthorised or personal devices to access company systems. 

 
EMAIL SECURITY 

Emails are a common entry point for cyber threats. Employees must: 

• Avoid opening attachments or clicking links in unexpected emails. 
• Be cautious of emails with suspicious subject lines or clickbait. 
• Verify sender details and look for inconsistencies such as grammar mistakes. 
• Report suspicious emails to the IT Manager or our IT provider, Dynacom IT Support. 

 
PASSWORD MANAGEMENT 

Weak passwords can compromise company security. Employees must: 

• Use strong passwords with a minimum of eight characters, including uppercase and lowercase 
letters, numbers, and symbols. 

• Never share passwords. 
• Change passwords every two months. 
• Use password managers where necessary to store credentials securely. 

 
DATA TRANSFER SECURITY 

Transferring data poses security risks. Employees must: 

• Avoid transferring sensitive data unless absolutely necessary. If required, seek assistance from 
the IT Manager or Dynacom IT Support. 

• Share confidential data only via the company network and not over public Wi-Fi. 
• Verify recipients before sharing sensitive information. 

 
ADDITIONAL MEASURES 

To reduce the likelihood of security breaches, we also instruct our employees to: 

• Turn off their screens and lock their devices when leaving their desks. 
• Report stolen or damaged equipment as soon as possible to the IT Manager. 
• Change all account passwords at once when a device is stolen. 
• Report a perceived threat or possible security weakness in company systems. 
• Refrain from downloading suspicious, unauthorised or illegal software on their company 

equipment. 
• Avoid accessing suspicious websites. 
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5. REPORTING SECURITY INCIDENTS 

Employees must report security threats, suspected breaches, or suspicious activity to the IT Manager 
or Dynacom IT Support immediately. Our IT team will investigate, resolve, and, if necessary, issue a 
company-wide alert. 
 

6. CYBER SECURITY TRAINING 

All new employees are required to complete and pass mandatory cyber security training before being 
granted access to company systems. Additionally, all employees will receive regular cyber security 
training throughout the year to ensure they remain aware of emerging threats and best practices. 
 

7. ADDITIONAL MEASURES 

We also expect our employees to comply with our social media and internet usage policy. 

The IT Manager/IT Provider is responsible for: 

• Installing and maintaining firewalls, anti-malware software, and access authentication systems. 
• Enforcing multi-factor authentication (MFA) across company systems. 
• Providing cyber security training to all employees. 
• Keeping employees informed about new threats and security best practices. 
• Investigating security incidents and ensuring compliance with security protocols. 

 
8. COMPLIANCE & ENFORCEMENT 

Failure to comply with this policy may result in disciplinary action, up to and including termination of 
employment. Serious breaches may also be subject to legal action in line with UK data protection laws, 
including the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. 
 
TAKING SECURITY SERIOUSLY 

Cyber security is a shared responsibility. By staying vigilant and following these policies, we can protect 
our company, employees, partners, and customers from potential cyber threats. 
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